One Time Passcode (OTP) VPN-New User

One Time Passcode (OTP) is a form of two-factor authentication to log into VPN. The One Time Passcode is
provided via a smart phone application, text or phone call, to a number of your choice. This will be required every
time you utilize VPN.

For video instructions, please visit https://nh.gov/vpnguide

For Vendor Password resets, please visit https://sson.nh.gov/changepassword

Step 1: Log into the Self-Service Portal

If you would like to use your mobile phone to receive voice calls or text alerts with your one time
passcode for use with VPN, you can do so by registering the number in the self-service portal.

If you would like to register to receive your OTP code via the smartphone application, see Optional:
Registering for the smart phone application.

1. Open a new tab in your browser on your laptop or workstation and access.
https://sson.nh.gov/selfservice
2. Enter your windows login username and submit (FirstName.Ml.LastName).

i

GRANITE Self Service

3. Choose Email delivery method for the passcode and click Submit.
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GRANITE Self Service



https://nh.gov/vpnguide
https://sson.nh.gov/changepassword
https://sson.nh.gov/selfservice

4. You will get an email from “secure Auth Support” containing the PIN that you must enter in the
passcode field, and then click Submit.

Enfer the code that you just received by text

Passcode:

HER
HEan
HOn

o

Please click here 1o use an allemale regisiration method

5. Enter your Windows password and click Submit.

Please enter the password associated with your User ID.
Usemame:

william.g.gourgiotis

Password:

6. Verify or edit your phone numbers.
A. Phone is for your desk phone number.
B. Mobile is for your state issued cell phone number.
C. Mobile (stored encrypted) is for your personal cell phone number.
Make the appropriate phone number changes, including an area code and click Update.

Usermname william.g.gourgiotis m «
First Name William
Reset
Last Name Gourgiotis
Phone 603-223-5706
Mobite B 603-630-0842
Email Wiliam.G Gourgiotis@doit. nh.gov
Mobile (stored (= | 500 s e x
encrypted)
Push M Pluto: 2/27/2020 12:52:31 PM: 2/27/2020 12:52:31 PM
notification
devices
(uncheck to
remove)




7. Notification will appear in the upper left side that update was successful, and an email
notification will be sent to confirm the user made the change.

State of NH VPN Account Self-Service

Your State of New Hampshire VPN account william.g.gourgiotis recently accessed the self-service page for your mobile phone and device settings.
If this was not you, please contact the NH DOIT Helpdesk immediately
Thank you,

Depastment of Information Technology State of New Hampshire

*Note: Users will only need to log into the Secureauth site (listed above) to update their
phone number(s).

Step 2. Delete Expired or expiring Certificate.

1. Open Internet Explorer.
2. Select the Gear icon in the upper right hand corner.
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6. Click on the certificate, then Click Remove.

Certificates x

Intended purpose: <All> ~

Personal  Other People  Intermediate Certification Authorities  Trusted Root Certification| 4 | ¥

Issued To Issued By Expiratio...  Friendy Name

54 william.g.gourgiotis... Communications Server  2/14/2020  <None>

*

Import... Export... Remave Advanced

Certificate intended purposes
Client Authentication

View

Close

7. You will get the below pop up, select Yes to Delete the certificate.

Certificates

| You cannot decrypt data encrypted using the certificates, Do
youwant to delete the certificates?

Yes Mo

8. Click Close, in the certificates box.
9. Click OK, in the internet options box.
10. Close Internet Explorer.

Step 3. Connect to VPN

Clientless connections see Addendum A
Connecting to AnyConnect VPN

**Verify that you have access to use Cisco any connect with your VPNEXT account By logging
into https://vpn.nh.gov/vendorotp .

There should be an Any Connect Tab.


https://vpn.nh.gov/vendorotp
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For instructions on how to install any connect from https://vpn.nh.gov/vendorotp visit:

https://www.app-support.nh.gov/vpn-guide/documents/using-anyconnect.pdf

1. If you are connected to SSL VPN, please disconnect.
2. Select the arrow from the bottom right corner of your screen to access your System Tray.

4. Most AnyConnect installs will have the window pre-populated with multiple options. In the drop
down, select “NH VendorOTP Portal” and select connect. If that is not available paste
https://vpn.nh.gov/vendorotp into the dropdown and hit connect.

For instructions on how to install any connect from https://vpn.nh.gov/vendorotp visit:
https://www.app-support.nh.gov/vpn-guide/documents/using-anyconnect.pdf



https://vpn.nh.gov/vendorotp
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'\'ﬁ' Cisco AnyConnect Secure Mobility Client — x

Ready to connect.

| MH VendorQTP Portal Connect

System Scan:
Mo policy server detected.
Default network access is in effect.
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After clicking on Connect in the Cisco AnyConnect Secure Mobility Client, some users might receive a
pop up asking for a certificate selection. If you see this pop up, Click CANCEL.
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5. After entering your username and password.



A. Select how you would like to receive your one-time passcode via text/phone call, or
enter the time-based passcode from the authenticate app.

) Cisco AnyConnect | https://vpn.nh.gov/graniteotp X

o

Answer: | |

OTP delivered to: === 0842 Please enter the
value or use '0' to try a different option

Continue Cancel

B. Select where you want the passcode to be delivered to.

“WARNING*

This is a State of NH secure access system and is provided only for
authorized use. Users have no implicit or explicit expectation of
privacy. State and federal statutes make it a crime to attempt and/or
gain unautherized access. Unauthorized use may be subject to criminal.
civil and/or administrative action

| [DOIT

Accept Disconnect
I Clear Al 77T

C. Once you have received the one-time passcode VIA text, phone call, or accept the
connection in the authenticate app. Enter the one-time passcode into the Answer field.

D. Accept the terms and conditions of VPN access, and you will be connected to VPN.

Answer: | |
Enter a one-time passcode (TOTR/HOTR)

-OR-Type:

1 for SMS/TEXT MESSAGE.

2 for PHONE.

3 for SEND LOGIN REQUEST TO MOEBILE APP,

Continue Cancel
8 Cisco AnyConnect | NH Granite OTP VPN X

Answer: | |

FPlease choose a phone number:
1 for ***5709,
2 for ==*7609,

Continue Cancel




Optional: Registering for the smart phone application.

1. Open a browser on your laptop or workstation and access https://sson.nh.gov/enrollmobile you
will see the QR Code Enrollment form.
2. Enter your Windows login username and submit (FirstName.Ml.LastName).

Steriz of
Ny Hearmpshirz

QR Code Enroliment

This is a State of New Hampshire secure access system and is
provided only for authorized use. Users have no impicit of explicit
expectation of privacy. State and federal statu fime 10
attempt and/or gain unaunorized access. Unautnonzed use may
be subject to criminal, civil and/or administrative action. By logging
In, you confirm you are an authorized user and that you agree to
abide by all applicable security and use policies Please enter your
Userame below

Usemame

Restart Loain

3. Choose a delivery method for the passcode.
Please choose the delivery method for your Passcode.
O Phone/Mobile x0t-x0-9643 ® Voice SMS/Text

® Phone/Mobile xx-x0-9105 O Voice

4. Enter the passcode and Submit.

Enter the code that you just received by text

Passcode:

HER
HED
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Please click here lo use an allemale registration method



https://sson.nh.gov/enrollmobile

5. Enter domain password and Submit.

Please enter the password associated with your User ID
Usemame:

candice.m.weingartne

Password:

[ ems |

6. Follow on-screen instructions.

Setup Two-Factor Authentication

1. Install 2. Scan 3. Confirm

.S App Store
P> Google Play

7. Setup Complete.

Setup Complete

You have successfully set up multi-factor authentication on your device

Rogue One

Connecting to VPN (Clientless connection).
1. Navigate to: https://vpn.nh.gov/vendorotp

1. Enter your username and password.
2. You will see a window similar to the one below.
a. If you have registered a smart phone, you will have the option to “Enter a time-based
Passcode”.
b. You will also see the phone and text messages available for your domain account. If you.
Choose this method; enter the number corresponding to the delivery you would like. In
the window below, you would enter 1 for phone delivery, etc.


https://vpn.nh.gov/vendorotp

Enter a time-based passcode
-OR- Type:
1 for PHONE.
2 for SMS/TEXT MESSAGF.

1 Cisco AnyConnect

“WARNING™

This is a State of NH secure access system and is provided enly for
autherized use. Users have no implicit or explicit expectation of
privacy. State and federal statutes make it a crime to attempt and/or
gain unauthorized access. Unauthorized use may be subject to criminal,
civil and//or administrative action.
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A. Once you have received the one-time passcode VIA text, phone call, or accept the

connection in the authenticate app. Enter the one-time passcode into the Answer field.

B. Accept the terms and conditions of VPN access, and you will be connected to VPN.

And you will now have access to your account
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